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THE IAEA NUCLEAR SECURITY SERIES

Nuclear security issues relating to the prevention and detection of, and response
to, theft, sabotage, unauthorized access and illegal transfer or other malicious acts
involving nuclear material and other radioactive substances and their associated
facilities are addressed in the IAEA Nuclear Security Series of publications. These
publications are consistent with, and complement, international nuclear security
instruments, such as the amended Convention on the Physical Protection of Nuclear
Material, the Code of Conduct on the Safety and Security of Radioactive Sources,
United Nations Security Council Resolutions 1373 and 1540, and the International
Convention for the Suppression of Acts of Nuclear Terrorism.

CATEGORIES IN THE IAEA NUCLEAR SECURITY SERIES

Publications in the IAEA Nuclear Security Series are issued in the following
categories:

e Nuclear Security Fundamentals contain objectives, concepts and principles of
nuclear security and provide the basis for security recommendations.

e Recommendations present best practices that should be adopted by Member
States in the application of the Nuclear Security Fundamentals.

o Implementing Guides provide further elaboration of the Recommendations in
broad areas and suggest measures for their implementation.

e Technical Guidance publications include: Reference Manuals, with detailed
measures and/or guidance on how to apply the Implementing Guides in specific
fields or activities; Training Guides, covering the syllabus and/or manuals for
IAEA training courses in the area of nuclear security; and Service Guides, which
provide guidance on the conduct and scope of IAEA nuclear security advisory
missions.

DRAFTING AND REVIEW

International experts assist the IAEA Secretariat in drafting these publications.
For Nuclear Security Fundamentals, Recommendations and Implementing Guides,
open-ended technical meeting(s) are held by the IAEA to provide interested Member
States and relevant international organizations with an appropriate opportunity to
review the draft text. In addition, to ensure a high level of international review and
consensus, the Secretariat submits the draft texts to all Member States for a period of
120 days for formal review. This allows Member States an opportunity to fully express
their views before the text is published.

Technical Guidance publications are developed in close consultation with
international experts. Technical meetings are not required, but may be conducted,
where it is considered necessary, to obtain a broad range of views.

The process for drafting and reviewing publications in the ITAEA Nuclear Security
Series takes account of confidentiality considerations and recognizes that nuclear
security is inseparably linked with general and specific national security concerns. An
underlying consideration is that related IAEA safety standards and safeguards activities
should be taken into account in the technical content of the publications.
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The Agency’s Statute was approved on 23 October 1956 by the Conference on the Statute of the
IAEA held at United Nations Headquarters, New York; it entered into force on 29 July 1957. The
Headquarters of the Agency are situated in Vienna. Its principal objective is “to accelerate and enlarge the
contribution of atomic energy to peace, health and prosperity throughout the world”.
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FOREWORD

Nuclear terrorism and the illicit trafficking of nuclear and other radioactive
material threaten the security of all States. There are large quantities of diverse
radioactive material in existence, which are used in areas such as health, the
environment, agriculture and industry. The possibility that nuclear and other
radioactive material may be used for terrorist acts cannot be ruled out in the
current global situation. States have responded to this risk by engaging in a
collective commitment to strengthen the protection and control of such material,
and to establish capabilities for detection and response to nuclear and other
radioactive material out of regulatory control.

Through its nuclear security programme, the IAEA supports States to
establish, maintain and sustain an effective nuclear security regime. The IAEA has
adopted a comprehensive approach to nuclear security. This approach recognizes
that an effective national nuclear security regime builds on: the implementation
of relevant international legal instruments; information protection; physical
protection, material accounting and control; detection of and response to
trafficking in nuclear and other radioactive material; national response plans; and
contingency measures. Within its nuclear security programme, the IAEA aims
to assist States in implementing and sustaining such a regime in a coherent and
integrated manner.

Each State carries the full responsibility for nuclear security, specifically: to
provide for the security of nuclear and other radioactive material and associated
facilities and activities; to ensure the security of such material in use, storage or
in transport; to combat illicit trafficking; and to detect and respond to nuclear
security events.

This is an Implementing Guide on nuclear security systems and measures
for the detection of nuclear and other radioactive material out of regulatory
control. The objective of the publication is to provide guidance to Member States
for the development or improvement of nuclear security systems and measures for
the detection of criminal or unauthorized acts with nuclear security implications
involving nuclear and other radioactive material out of regulatory control. The
preparation of this publication benefitted from the model guidelines document
for nuclear detection architectures developed within the framework of the Global
Initiative to Combat Nuclear Terrorism (GICNT). The work undertaken by the
GICNT in this endeavour is gratefully acknowledged.

The preparation of this publication in the IAEA Nuclear Security Series
has been made possible by the contribution of a large number of experts from
IAEA Member States. An extensive consultation process with all Member States
included an open-ended technical meeting in Vienna in October 2011. The draft
was then circulated to all Member States for 120 days to solicit further comments
and suggestions. The experts’ contributions for developing and reviewing this
publication are highly appreciated.






